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Abstract—Current research of natural language
steganographic algorithms based on synonymy substitution
mostly focused on invisibility, but ignored robustness. However,
automatic disambiguation of Chinese word senses(WSD)
achieves high accuracy, the adversary could destroyed the
watermark easily if he disambiguated the stego-text and did
the synonym substitution again. In this paper, against the high
accuracy of WSD algorithm, two indicators are proposed,
which are Lexical Similarity and Sense Similarity. For
reducing the accuracy rate of WSD, we argued that it should
choose the word, which is low Lexical Similarity and high
Senses Similarity, in the synonym substitution. Therefore, the
automatically attack will failure. The experiment showed that
the algorithm reduced the accuracy of WSD from 90.4% to
74.5%. The robustness of watermarking has been improved.
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Today, so much information on Internet is exchanged in
the form of text. For protecting copyright text watermarking
technologies are concerned by researchers. In order to embed
the invisible watermarking in plain text, Mikhail J. Atallah
et.al[1] put forward the concept of Natural Language
Watermarking.  The  so-called Natural  Language
Watermarking (NL Watermarking for short) are embedding
information into semantic structure by using of natural
language processing technology to change the lexical,
grammar or semantics structure in the text. Meanwhile,
preserved the original meaning [2]. The NL Watermarking
which used synonym substitution has been paid more
attention, since the lexical processing techniques are well
developed. T-Lex[3] is a such steganography tool. However,
T-Lex doesn’t take the context into consideration in the
process of synonym substitution. T-Lex has two
shortcomings: First, it sometimes replaces words with
synonyms that do not agree with correct English usage.
Second, T-Lex also substitutes synonyms that do not agree
with the genre and the author style of the given text [4].
Therefore, TLex concealment algorithm is bad.

In recent years, many researchers have attempted to deal
with these problems. Reference [5] makes wuse of
Dependency Parser to get the context of cover text, and
decide which synonym to use. Experiment result shows that
its concealment and anti-detectability are well. Reference [6]
improves the synonym substitution by collocationally-
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verified, which requires a specific corpus. By make use of
WordNet synonymy corpus and Internet to statistics
collocation words, reference [7] put forward a synonym
substitution algorithm. The algorithm is effective in style
checking.

These algorithms mainly consider the concealment and
anti-detection of watermark but concern the robustness little.
Equimark [8] quantifies the ambiguity of the embedded
information on the original article. The ambiguity in the
original text before embedding is less and Equimark select
synonyms which have maximum ambiguity to replace the
old ones. Because of the imperfect of Word Sense
Disambiguation (WSD) techniques, an attacker can not
destroy the watermark by automatic attack. However, there
are two disadvantages in Equimark: First, the Equimark is
based on an imperfect NLP disambiguation technique. In fact,
the WSD for English tools are only achieving an accuracy
rate of 67.3% to 80% [9]. However, WSD for Chinese tools
are achieving an accuracy rate of 90% [10]. Second, cover
text requires having been tagged with the word sense and
part of speech by hand.

It is a fact that Chinese WSD has been achieved a high
accuracy rate. To this point, we put forward an anti-attack
watermarking algorithm based on the Chinese synonym
substitution. At the same time, we take the concealment into
consideration. The structure of paper as follows: we discuss
an adversary model in section II. The theory and algorithm
of the watermarking embedding and extraction algorithms
are proposed in Section III. Experimental results and analysis
are in Section I'V. Finally is the conclusion.

II. THEMODEL ADVERSARY

We propose an adversary model based on synonym
substitution:

1. Except the secret key, the adversary knows the
watermark embedding and extraction algorithm and corpus.

2. The adversary can access the same collocation words
algorithm, WSD tools, words dictionary and so on, which
were used in embedding algorithm. He can use the same
tools to make synonyms substitution on the stego-text.
However, the article should not be undermined the original
meanings.

We can draw the conclusion from the model above that
the adversary can do synonym substitution on the stego-text
but not undermine the original intend by the same
technology proposed in [3][5][6][7].
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From the above analysis of adversary model and the high
accuracy rate of Chinese WSD, we argue that in the process
of embedding, it can reduce the accuracy rate of WSD tools
to stego-text significantly, so that while attacking, synonym
substitution may not be correct .When many errors or
ambiguity occur during the synonyms substitution, the
original meaning of cover-text is crabbed.

III. EMBEDDING AND EXTRACTION ALGORITHM

A. Principle of Algorithm

In fact, the information we possessing and the
information adversary grasps is asymmetrical. The cover text
has not been processed and the meaning of words is clear. So,
the WSD accuracy rate is high. The approximately meaning
preserving changes that we make are in the direction of more
ambiguity, and WSD is harder for the adversary than it is for
us.

At present, the algorithm of Chinese WSD is mainly
corpus-based statistical disambiguation method. Corpus-
based statistical method selects the word sense which has the
greatest weight of probability as the best results by
calculating the given word’s weight of probability in the
context. These methods, such as Maximum Entropy,
Bayesian Classification, Hidden Markov model, are all
statistical methods. The accuracy rate of WSD depends on
the words order and transition probability. After substituted,
if there isn’t much difference between all senses of the new
word and there is a certain semantic difference between the
new and the old one, the probability of each sense is very
close, and the accuracy rate of statistical disambiguation
would decline. We measure the senses difference of the
words using lexical similarity and the similar degree of
senses using senses similarity.

Definition 1 Lexical similarity: it measures the ability of
two synonyms are interchanged in different context, but
aren’t changing the syntactic and semantic structure.

Methods of calculating lexical similarity include the
literal meaning similarity algorithm, similarity computing by
morpheme [11] and similarity computing by semantic
taxonomy tree [12] et. al. Among them, the algorithm of
calculate lexical similarity based on HowNet is one of the
current better methods [12]:

For the two Chinese words w; and w,, assuming w; has n
Senses: Si1, S12, --. » S1n and w, has m senses: $1, $22, -+ 5 Sam-
We make a provision that the lexical similarity of w; and w,
is decided by the maximum similarity of all senses [12].
Then the lexical similarity of w; and wy:

Sim(wy,w,) = maXSim(Sn:Szi) )
i=l..n
j=l..m

In the HowNet[13], the senses are described by sememes.
According to hyponymy, all the sememes formed as a
layered structure tree. The similarity is measured by
calculating the semantic distance. Assuming that the path
distance of two sememes in the layered structure denoted
with d, we can get the semantic distance of the two senses:

a
. ’ __a_ )
sim(p,, p,) d+a (2)

piand p, represent two different senses, d represent the
path distance of p; and p, in the sememe layered structure, its
value is a positive integer. The a is a variable and a = 1.6
[12].

Definition 2 Senses similarity: the similarity of all senses
of one word.

Assuming that w, is a word in cover text, s, denotes the
senses of w, in a context of cover text. # denotes a synonym
set of w, when s, is the current senses of w,. w, is a word of

the synset W, that is to say, w, S W . Senses similarity is
defined as the expected value of the accumulation of
similarity between w,.’s every senses and s,. The number of
w,’s senses denoted with |w,|. Then, the formula to calculate
senses similarity of w, can be defined as follows:

Z sim(s,,S,)

E(w,,s,)= *C“W”‘W 3)

s; denotes a sense of we. sim(s,, s;) denotes the similarity
of the two senses s, and s; of w,, and its value is inversely
proportional to the calculation the relative degree of s, and s;.

B.  Encoding algorithm

According to the theory discussed above, we design a
embedding algorithm. To describe the algorithm clearly, a
definitions should be presented first.

Definition 3 substitution queue: all substitutable words in
cover text which sorted by secret key composed a queue.

This algorithm takes three inputs: a secret key, a message
M, and cover text. Steps of embedding process are as follows:

1) Using Chinese WSD tools to tag cover-text. Then,
construct substitution queue by the secret key.

2)C=1,
3) For each word wj; in substitution queue:
1. bit.=M[C].

2. Look up synset W of w; in the dictionary, according
to the results of disambiguation.
3. For each word w;; in W:

a. Calculate senses similarity £ of wj and
lexical similarity sim of wy and w;.

b.  According to £, rank W in descending order ,
remove synonyms in W which sim larger
than threshold @ or sim small than threshold
b.

c. Encode w; 70” or “1” by the key.
Neighborhood synonyms should not assign
the same code.

d. Increment C.

4. If C=|M|, end the cycle.

C. Extraction Algorithm

Steps of watermark extraction process are as follows:

1) Using Chinese WSD tools to tag the stego-text. Then,
construct substitution queues No.l and No.2 by the
secret key.



2)C=1;
3) For each words wy; and wy; in substitution queues No.1
and No.2:

1. Look up synset W, of wy; in the dictionary,
according to the results of disambiguation.
2. For each word wy;; in W;:

a. Calculate senses similarity £ of wy; and
lexical similarity sim of wy; and wy;.
According to £, rank W, in descending order,
remove synonyms in W; which sim larger
than threshold a or sim small than threshold
b.

b. Encode wy; 707 or “1” by the key.
Neighborhood synonyms should not assign
the same code.

c. extract the watermark. Look for wy; as the
same word as wy; in Wy. If wy;; encode “17,
M[C]= 1, If wy;; encode “0” , M[C] = 0.

d. Increment C.

3. IfC=]|Mj, end the cycle.

IV. EXPERIMENTAL RESULTS AND ANALYSIS

We design experiment according to the algorithm
proposed in section III. We have selected 25 test texts which
lengths are range from 1000 to 2000 words. We have used
HIT Chinese WSD tool [14] to tag texts and generated a
substitution queue. The synset were taken from the “HIT-IR
Tongyici Cilin (Extended) dictionary” [14]. The lexical
similarity threshold ¢ and b are 80% and 50% in the
watermarking algorithm.

PRI EERE, FERETHUE R IR
fs WA RTTHA S EE M EHTE. 41
&, FEEEsREkEds.

Figure 1.

RAEMIEEER, BRI iR

Part of cover-text

s AR TSR EENEHTHIRE. i
&, FEBREERENTT.
Figure 2. Part of stego-text
RAATILEEE, ERETIL R AR
5 WE AT S N OE A THIE . 1R
&, HFEEEEREEPS.

Figure 3. Part of text after attack

The original cover-text as showed in Figure 1. The text
after embedding watermark is showed in Figure 2. And the
text after attack is showed in Figure 3.

According to our statistical data, the average accuracy
rate of disambiguation before embedded watermark is about
90.4% and after watermark embedding it is about 74.5%.

We can draw conclusions: first, after embedding the
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accuracy rate of WSD reduced from 90.4% to 74.5%. If the
adversary substitutes synonyms again, it will surely result in
that the new words don’t coherent in context. Therefore, the
algorithm is of good robustness. Second, Comparing Figure
1 with Figure 2, we can see that the new words after first
substitution don’t change the original meaning of text. In fact,
the algorithms consider the substituted words’ semantic
context in the cover text in the process of synonyms
substitution so that it excludes the incorrect synonym
replacement. The algorithm is of good concealment.

V. CONCLUSIONS

In this paper we propose an anti-attack watermarking
algorithm based on Chinese synonyms substitution. By
substituting the synonyms which are low in lexical similarity
but high in senses similarity, the algorithm can reduce the
accuracy rate of the WSD tools and enhance the anti-attack
ability of text watermarking. The result of the experiments
indicates that this algorithm is robust.
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